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Chapterl
Intr oduction and Fundamentals

1.1 Foreword

This handboolkdescribegheinstallation,configuratiorandadministratiorof
the SUSELinux IMAP Sener. Beforeyou readthis handbookyou shouldbe
familiar with the basicsof a Linux system.Theinformationcontainedn this
documentatioris, to the bestof our knowledge,accurateand complete. Of
course errorscannever be completelyexcluded. SUSEGmbH s not liable
for director indirectdamagevhich might be causedy theinstallationor use
of this software.

{8l Netscape: - SuSE Linux IMAP Server - - X

File Edit Wiew Go Communicator Help ‘
i 73 4 . s & 8 1@
Back  Fopward  Reload Home  Search MNetscape Print ~ Security  Shop o

| " Bookmarks & Go To: ooy //mad Lnost. suse-inap.cof 1| €57 Whet's Felated

7| 2 Members 2 WebMail £ Connections 2 BizJoumal 2 Smartipdate £ Mdplace g NPS3

3

Welcome

m SuSE Linux IMAP Server

SuSE

Admin Interface User Interface
imapwadn Horde/IMP
® Creating mailhoxes ® Web-based mail reader
® Access lists # LDAPbased address book
® Quotas # Necessary javascript
® User administration L]
.
LOGIN
LOGIN (Passsord required)
Docwnentation and Suppoxt Dnapwsr
* Support - for registered Users # Cresting and delesing folders
# Information, Updates and Registration # Access lists for personal folders
® Mail filter control
L]
LOGIN

& Coprighiby SuSE GuabH, 1999 |5

@[ e i e 8P B W

Figurel.1l: Thescreerof the SUSELinux IMAP Sener
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1.2 Intr oduction

The SuSELinux IMAP Sener allows you to receve, sendand preparee-
mails accordingto the guidelinesof the “Distributedelectronicmail models
in IMAP4”. Theseguidelinesaredefinedin RFC 1733andarebasedon the
IMAP (InternetMessageAccessProtocol). In accordancewith this RFC,
therearethreepossiblemodelsof client/serer-basede-mail;the SUSELinux
IMAP Sener knows all thesemodels,which are describedin more detalil
below:

Mail receptionin accordancevith RFC 1733

Offline: With this procedurethe client makesa connectionto the sener at
periodicintervalsandpicksup all newly-arrivede-mails. Afterwardsthe
messagebeingtransferredaredeletedfrom the sener. Furtherprocess-
ing is thenleft entirely to the e-mail client. This is how the widely used
protocolsPOPandUUCP function,for example.

Online: With this procedurethe e-mailsremainon the serner andare pro-
cessedlirectly therein anonline session.Sinceall dataremainson the
sener, the e-mail client doesnot needto processary messageocally.
ThelMAP protocolhereprovidesmary efficient possibilitieswhenusing
this method.

Disconnected: This procedures a mixture of the abose two methods. E-
mails are transferredfrom the sener to the client, processedhereand
then synchronizedwith the sener the next time a connectionis made.
The PCMAIL protocolworkswith this procedure.

1.3 Features

The SuSELinux IMAP Seneris a completepackagenith a wide variety of
options:

e Supportfor all commandg$rom RFC2060to call up, manipulatedelete,
processandsearchthe messagelatabaseaswell asfor settinganddelet-
ing flags.

e Supportfor ACL (RFC2086),Quotag(RFC2087),Literal+ (RFC2088),
NamespacéRFC 2342), Uidplus (RFC 2359), Unselectand IMAP Re-
ferrals(RFC2193).

e Full SSL/TLSsupport(in the Germarversiononly!).

e BasedontheCyrusIMAP Senerfrom Carngjie Mellon University.

e Includesthe POP3Sener with supportfor the POP3ExtensionMech-
anism,in accordanceavith RFC 2449. This extensionallows encrypted
connectionsn accordancevith RFC 2222. In addition, limits can be
placedon the smallestnterval which the client mayrequeshew e-mails.
This providesa good protectionagainstuserswho have setthe poll time
of their mail programgo a low value,thusputtingunnecessargtrainon
thesener.

e Postfixwith supportin accordancavith RFC821(SMTP protocol),RFC
1047 (Bugdfix multiple delivery), RFC 1123 (Host requirements)RFC
1651(SMTPserviceextensions)RFC 1652(8bit-MIME transport) RFC
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1854 (SMTP Pipelining), RFC 1870 (MessageSize Declaration),RFC
1985(ETRN command)partial), RFC 2197 (Pipelining).

e LDAP connection:in this configuration filters conformingto RFC 2254
are supportedand are used especiallyfor the alias resolutionof mail
addressefor RFC822.

o Administrationtakesplacevia a webinterfacethatallows administration
of users,mailboxes, ACLs andtheir quotasfor the mailboxes. All user
datais storedon anLDAP sener.

e E-mailscanbeusedby userswith ary IMAP-capablee-mailclients,such
asNetscapaMessengemMicrosoft Outlook, etc.

o A web-base@-mailclientis includedandcanbeusedwith ary javascript-
capablevebbrowser In addition,a public anda privateaddres$ookare
both implementedhere. The userweb interface providesa simple and
convenientaccesdo all featuresf the SUSELinux IMAP Sener.

¢ To administetthe personamailbox,awebinterfaceis alsoincluded(cre-
ating,deleting,allocatingpermissionsetc.).

e Furthermorea web front endis available for userdefinedmail filtering.
Automaticvacationmessagesanbe easilyconfiguredwith this.

e Your SuUSELinux IMAP Sener-CD enablesan automatidnstallationon
all PCswith supportechardware(seeSectionl.4).

1.4 Hardware

Thefollowing hardwareis supportedy theautomatidnstallationandshould
beregardedasthe minimumrequirements.

Processor(s): Pentiumll or higher

Memory: 64MB to 2GB RAM

Bus: PCI(AGPfor graphicscards)

SCSl: AdaptecSCSlcontroller(aic7880,aic7890)
Harddrive: EIDE or SCSllargerthan2GB
CD-ROM: ATAPI or SCSI

Streamer: SCSI

GraphicsCard: SVGA

Monitor: SVGA

The SuSELinux IMAP Sener can,generallyspeakingpeinstalledandop-
eratedon ary hardwaresupportedy Linux.
1.5 Further Documentation

Documentation on further software packages can be found in
/usr/doc/packages.
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Chapter2
Installation

2.1 Prerequisites

For the installationof the SUSELinux IMAP Sener you needto have the
following informationavailable:

1.
2.
3.
4,

the IP addresdor the SUSELinux IMAP Sener,
the netmask,

the hostnamef your SUSELinux IMAP Senerand
the IP addres®f your DNS sener (if this exists).

2.2 Installation

Switch on the computerand insertthe CD ROM into a bootabledrive.
Your systemshouldnow bootfrom this mediumandbegin with theauto-
maticinstallation.

If your computeiis notableto bootfrom CD-ROM, pleaseusethefloppy
bootdisk included. Switch on your computerandinsertthe floppy boot
diskandthe CD-ROM into therespectiedrives.Yoursystemshouldnow
bootfrom thefloppy disk andcontinuetheinstallationvia CD-ROM.
After linuxr c hasstarted,select,in the following menus,the language
for screermessageghe type of monitorused(color, black& white) and
thedesiredkeyboardlayout. Afterwardsyou mustinstall Network cards
or (SCSI) controller drivers asmodules(seeFig. 2.1). Othermodules
which arenot neededvhenbootingcanbeinstalledany time lateron.

After booting,the harddriveis partitioned.If Linux is theonly systenon
your computerthenyou shouldselectautomatiq(seeFig. 2.2). Yourhard
drive will be optimally partitionedfor the operationof your SUSELinux
IMAP Sener. If you have specialpartitioning needs,thenyou should
selecttheitem manual Manualpartitioningshouldonly be carriedout if
you have installedotheroperatingsystemson the samedisk or intendto
later You should proceedhere with extremecaution, sothat you do
not deleteimportant data by mistake!
AfterwardsYaSTcreatesherequiredpartitionsandformatstheseaccord-

ingly.

ThenYaSTinstallsthe necessargoftwarepackage®f your SUSELinux
IMAP Sener (seeFig. 2.3).

11



2. Installation

>>> Linuxrc vi.8 (Rermel 2.2.13) (c) 1996-99 SuSE GmbH <<<

Main menu

Settings

System information

Rernel modules (harduware drivers)
Start installation < system
End / Reboot

Figure2.1: Selectingfurthermodulesneededor booting

AUTOMATIC PARTITIONING
The following partitions are recommended:

Cylinders
Device Directory Start End Megabyte
sdevshdal  -boot 1 12 11
sdevshdas SUAP 274 257
sdevshdab s 1291 1801
rdevshda?  svar 1291 2}

This partitioning may be done automatically. There are tuo
alternatives: Either you partition by hand or you do not partition at
all. If you do not partition your disk you may only be able to install
Linux if there is already a Linux partition on your system.

CAUTION: Partitioning your disk will result in a complete loss of your
data on that partitiont

Please select how you want to partition.

< Automatic >| < Interactive > < HNot at all >

Figure2.2: Partitioning of the harddrive

o After thesoftwareinstallationhasbeencompletedyou shouldnow select
the kernelsuitablefor your system.The variouskernelsaredescribedn
detail, makingit quite simpleto choosethe appropriatekernelfor your
SuSELinux IMAP Sener (seeFig. 2.4).

e In the next stepyou are asled for the type of CD-ROM drive installed.

Installing package 13: eazy - 31.3 K - 135 packages remaining. .. |

— Logfile: smntsvar-adm-inst-log-installation-Z0BaA4160-8

Updating etcsrc.confiyg. ..

Updating etcrpassud...unchanged

Updating etcsgroup...unchanged

Updating etcsshadow...modified

Updating etc-gshadow...modified
aaa_dir
aaa_skel
at
Postinstall at...

Updating etcsrc.config. ..
base
bash
bdf lush
cpio
cracklib
cron
deus
diff

Figure2.3: Installationof the softwarepackages
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Installation

SELECT KERNEL
Please select the appropriate kernel to boot your system.

For additiomal information about the boot kernels use the help system
(F1). You may use FZ to change the destination path for the kernel. F3
may be used to change the destination of the .cowfig file.

Kernel destination: sboot

Destination of .config file: ~susrssrc-linux

Kernel with support for various EIDE controllers

Kernel built for i386 processors (use also for 486)
Kernel with APM-support

Standard kerwel (pentium optimized)

Kernel with SMP-support (please install kernmods.rpm)

< Continue > < Abort >

Figure2.4: Selectingthe appropriatekernel

Pleaseenterthis here.

ThenyoumustsetuptheLinux Loader,LILO ,in orderto beableto boot
the selectedkernellater, andthusthe systemaswell. Normally you do
not needto make ary changedo the default settings(seeFig. 2.5).

LILO INSTALLATION.
LILD (the Linux Loader) allows you to boot Linux from & hard disk. To
configure LILO, fill in the following fields. Then, create and/or edit your
boot configurations. The first boot configuration will be booted
automatically after the boot delay. You must create at least one boot
configuration (using F4). After that, you can commit your configuration kby
pressing <CONTIMUE> and LILO will he installed.

Append-line for hardware parameter

Where do you want to install LILOD [Master boot record ]
Boot delay 110 8 [ 1 “linear” option
The following boot configurations linux62
are currently available
< Continue > < Abort >

Figure2.5: Creatinga bootconfiguration

PresgF4), to createanew bootconfiguration(seeFig. 2.6). Enteraname
in the window “LILO BOOT CONFIGURATION”, e.g. “Linux”. All
further standardentriescanalsobe left asthey arehere. Pressthe (Tab)
key until thecursoris onthe <Next> button,andconfirmthis by pressing
(). YaSTcallsuptheLinux Loaderafterleaving this dialog. You will
thenbein the previous mask. PresgTab) until the cursoris againon the
<Next> button. Pressing<—=) now will carryouttheLILO configuration.

Afterwards you must configure a time zone for your computer
(seeFig. 2.7).

SuSEconfigs startedand entersthe previously definedvaluesinto the
systemconfiguration. Next, the newly installed systemof your SUSE
Linux IMAP Seneris started(seeFig. 2.8) afteryou have confirmedthe
relevantmessageandYaSTis started.

13
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LILO INSTALLATION

LILO (the Linux Loader) allows you to boot Linux from a hard disk. To
confi———— | IL.0 BOOT COMFIGURATION————————your
boot Please enter a label, or name, for this boot configuration,
autom | which operating system it should boot, and the partition where
confi| it is located. The label will be awvilable for selection at the oy
press| LILO boot prompt. When specifying a Linux boot configuration,
you must also specify the location of the boot kernel.
Appen| Configuration name : I :
| Which operating system [Boot Linux ]
Where| (Root-) partition to boot 8 8 1
Boot [ ] Kerrel optional
Kernel to be booted by LILO
The
are o
[ ] < Continue > < Abort >

Figure2.6: Createa new bootconfiguration

TIME ZOME COMFIGURATION
Please select a timezone:

CSTECIT

Greenwich
HST

4 3 4 3 3 3 3 3 3 3 3 oMo B

Hongkong

< Continue 3| < Abort >

Figure2.7: Configurethetime zone

¢ If you have amodemor a mouse you canentertheinformationfor these
in themaskswhichwill thenappeai(seeFig. 2.9).

e You arenow asledif you wantto startthe programGPM. Usually you
will answelyes

e Next a specially developedsetuptool is started(seeFig. 2.10) Here
enterthe valuesfor the IP addressthe netmaskthe default gatavay, the

proc on

sproc type proc (ru)

sdevshda? on suar type extZ (ru)
sdev/hdal on /boot tupe ext2 (rw)

Setting
Setting
Setting
Setting
Setting
Running

up ~etcsld.so.cache

up timezone data

up loopback device

up hostname

up the CMOS clock
#sbins/init.d~boot. local

Creating ~var/log-boot.ms
Enabling syn flood protecti
Disabling IP forwarding

INIT: Entering runlevel: 2
Master Resource Control: previous runleuvel: N, suitching to runlevel: 2
Configuring serial ports

ttySB at BxB3f8 Cirq = i 16558A

ttyS1 at BxB2f8 Cirq i 16558A

ttyS2 at Bx@3e8 Cirgq i 16558A

+tyS3 at BxB2e8 Cirq i 16558A

Setting
Setting

up network device
up routing (using ‘etcsroute.conf)

Starting syslog services

Starting wame serwver.

Initializing random number generator
Starting service httpd_

14

Figure2.8: Systemstartaftertheinstallation
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MOUSE COMFIGURATION

Flease choose your mouse from the list. A link from your
mouse device to fdew/mouse will he created in the directory
Sdev .

Microsoft compatible serial mouse —t ms 1
C&T 82C710 or PS/2 mouse (Aux-port)

—

p=2 ]
logil
bm ]
ma ]
mec ]
logil
mmarn]
sun ]
ms3 ]
pnp ]
mm ]
bare]

Logitech busmouse

ATI %L busmouse

Microsoft busmouse

Mouse Systems serial mouse

D0ld Logitech serial mouse (series 9)

Mouse Man protocol (serial Logitech mouse)
MSC 3-Byte (serial mouse)

Microsoft Intellimouse - 3 buttons and wheel
FPlug-and-Flay mice (Alternative to "-t ms”)
MM Series

Oldest 2-button serial mouse

Il
O oF o o of oF of o of o of of [0

< Continue >|

Figure2.9: Settingup themouse

hostnamethe IP address(e)f the DNS seneraswell astheappropriate
suffixesfor the domainsearcHist. If no DNS seneris availablein your
network, thenjust enterthe P addres®f your SUSELinux IMAP Sener.

0| RootTerm

255.2!
192.168.0.

mail .mydom.com_.
192.168.0.2_
mydom.com___

Figure2.10: SUSELinux IMAP Senersetup

¢ In thefollowing maskyou cantake overthe automaticallygeneratedal-
uesfor the LDAP-BaseDNor adjustthisto your own requirementsThen
setapassverd for the seneradministrator“cyrus” andenterthe nameof
your organization.(seeFig. 2.11) Chooseyour administratompassverd
with specialcare.You shouldmake surethatyou useadifferentpassverd
herethanthe onewhich you will assignto the user“root”. Also bearin
mind thatthis passwerd cannoteasilybe changedateron.

o After theinstallationhasbeensuccessfull}completedyou shouldlog in
asthe user“root” with the “root”-password to your SUSELinux IMAP
Sener. You shouldkeepin mind thatthis passverd needso be a secure
onebeforethe IMAP sener is broughtonline. Startthe programYaST
by entering“yast”. There,in Systemadministation you will find the
item Useradministation. Hereyou canchangehe passverd for theuser
“root” directly.

15



2. Installation

16

0| RootTerm

US/Aleutian

US/Arizona
S/Central
US/East-Indiana
US/Eastern
US/Hawaii

Figure2.11:LDAP setup

e As soonasyour SUSELinux IMAP Sener is beingusedin production,
all systemmessageare assignedo the user“mailadmin”. You should
regularly log in in the userinterface“Horde/IMP” in your SUSELinux
IMAP Senerwith theusername“mailadmin” andcheckthroughthe ac-
cumulatedsystemmessagesothatyou caninterveneatanearly stagen
caseproblemsoccur Now you shouldchangethe “mailadmin” passverd
for theuser‘mailadmin” asdescribedn section3.2.2.



Chapter3
Web Administration

3.1 LoggingIn

You can reach the start page of your SuSE Linux IMAP Sener us-
ing ary javascript-capablebrowser by entering one of the follow-
ing addresses: http://<hostnameoftheSuSELinuxIMAPServer> oOr
http://<IPaddressoftheSuSELinuxIMAPServer> (SeeFig. 3.1).

|80 Netscape: - SuSE Linux IMAP Server - SE X
File Edit View Go Communicator Help |
<« ¥ 3 ¥ 2 = & 8 i

Back  Foward  Reload Home  Search Nelscape Print  Securty  Shop Siop

§" Bookmarks & GoTo Ihttp //mailhost. suse-imap. con /‘ @77 whats Related

# Membors g WebMail 4 Connections o Bizloumal ¢ Smartlpdate o Midplace g NPS3
Welcome

m SuSE Linux IMAP Server

SuSE

K

Horde/IMP

imopwadm
® Cresting maiboxes ® Web-based mail reader
® Acess lists = LDAPbased adiress book
& Quotas # Necessary javescript
® User aministration. .

.

LOGIN

LOGIN (Password required)
Documentation and Suppaxt mapuuse
® Suwpart - forregistered Users » Creating and deleting folders
 Informafion, Updates and Registration.  Access lists fox personal folders
'» Mail fiter control

LOGIN

©Coprmight b SECrb, 1999 [
| g % @@ N

[& [ 100%

Figure3.1: SUSELinux IMAP Sener startpage

Log in at the admininterface (“imapwadm”) asthe user“cyrus” with the
administratorpassverd previously setup. An online help is available for
you in thewebinterface.Hereyou cancreatenew users(seeSection3.2.1)
allocateany numberof foldersto themandassigrpermissionsMostfeatures

areself-explanatory

3.2 User Administration

Thefollowing sectionglescribenow, asadministratoiof a SUSELinux IMAP
Sener,youcan
e Createnew users,
e deleteusers,
17
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e changeuserlogin passwerdsand
e setup userquotaqlimitationson capacity).

3.2.1 CreatingNew Users

In orderto createa new user click on the left handframein the area“Func-
tions” onthe entry Add new user. Thenthedialog“Adding a Mailuser” (see
Fig. 3.2) will appearin theright handsection. In the entryfields provided,
fill in therelevantdatafor the new userandconfirmthis by clicking on Add
The userhasnow beencreatedon your SUSELinux IMAP Sener. Thecor-
respondinguseris allocateda mail addressvhich is derived form the folder
namespecifiedandamail aliasfor thisuseris automaticallygenerateésfol-
lows: <FirstName>.<LastName>. Additional mail-aliasexanbe created
atalaterstagefor theuser(seeSection3.3.1).For everynewly registereduser
the folders“Inbox”, “old”, “public” and“sent-mail” are createdby default,
all of which cancontainup to 1000messagesror the newly createdfolders
a useris given permissiondo be ableto read,processanddeletemessages.
Othershave, initially, no permissiongo dothesethings.

el netscape: SUSE Linux IMAP Server —Adminintertace 33 ___________________________________________ =Y
D ® e v |
<« ¢ 3 &4 2 & & O &
Back Fonvard  Reload Home  Search Prit  Securty  Shop stop
™ Bookmarks J Location: [etp -/ /xmi Lhost. pradn/ /| @ wnars Relatea
| DD ING a MAILUSER
FUNCTIONS Folderif.e. jo for user.jo): | demc
conrisuRe e old): [ Z
Someune SubFalders(te. public old): [pub11c 01d senc-nail
CHANGE USERPASSUD
WAL ALt Firs Name: [ 2211
Last Name: [ denc]
USERFOLDERS:
usera Alias (default: First Last@domain): |
userh
user.c Default From (usexname if left blank): |
userd
usere —
usert Quta] 10000
userg.
userh Language: [
useri anguage: | de
user.
userk initial password: | demopassvd
userl
userm
usern
usero i add| | Cancel| [Reset| | Hel
e (o] [[Conee] |[Rese] | lp]
userg
userr
users
usert
user
users, pomees s s) | poyered
usersw 5 w s"sgrﬁ -USERVIEW- Saset o
users uSE Lhux
user 7l
[ 100% [Go to your personal start page

Figure3.2: Adding a new mail user

3.2.2 Changingthe UserLogin Passvord

You have the opportunityto changeusers’login passverdslateron. Thisis
necessargothata usercanaccessour SUSELinux IMAP Sener again,in
casehelosesor forgetshis passvord.

To dothis, in theleft handframeof the Admin-Interface“imapwadm” select
theitem Change userpasswd In the sectionon theright, selectin thefield

user: thelogin nameof the userconcernedIn thefields new Passwod: and
retypePasswod: you shouldnow addthe new passverd, and confirm this

entry by clicking on Change.



3.3. Alias Administration

| 80 Netscape: SuSE Linux IMAP Server - Admin Interface 1.33 S8 X
File Edit View Go Communicator Help |

g 2 =

/| @7 what's Related

Back  Fowarl  Reload

" Bosknarks 4 Locaton et

FUNCTIONS

CONFIGURE

USERFOLDERS:

Change| | Cancell

~USERVIEW-

Figure3.3: Changinga userpassverd

3.2.3 Deletinga User

You candeleteausercompletelyfrom your SUSELinux IMAP Sener. To do
this, selectthe userto be deletedin theleft handframe, beneathUser fold-
ers:”. In the right handsectionall foldersarethendisplayedwhich belong
to this user Now select,in thefirst dropdavn list, in thefield Modify Direc-
tory Tree: in theright handframethe inbox folder. Herethis hasthe name
/userkLogin Name> andis listed as the first entry of the available (sub-)
folder. In the seconddropdawn list of this area,selectthe actiondeleteand
thenclick onexec A warningpointsoutto youthatall thedataof theselected
userwill bedeletedandremovedfrom thesystem.Confirmthis messagevith
confirmto deleteit onceandfor all. Be awarethatwhenperformingsucha
deletion,all foldersof theuseraswell asall themessagethey containwill be
lost. Apart from this the userdatafrom the LDAP databasé€lastname first
name organizationdepartmenetc. — andthusalsofrom the LDAP address
book (seeSection5.4.3)— aswell ashis personakontactlist is alsodeleted.
Entriesin the personalkontactlists (seeSection5.4.5) of otheruserswhich
pointto this userarenot affectedby this deletion.)

3.2.4 Setting Up User Quotas

In orderto efficiently calculateandcontrol the useof resourcedetterin the
folderscreatedyou have the possibility of settingup userrelatedquotas.

By default,whenauseris setup, (seeSection3.2.1)10000kB asauserquota
areallocatedor all foldersbelongingto thatuser He thushasthea chanceof
administeringlataupto thissizein hisfolder. Of courseyou canalsomodify
thisvalue.To dothis, selectthe userconcernedn theleft handframe,to have
his folder configurationdisplayedin the right area. Now enter in the entry
field for theareaModify Directory Tree:thenew upperlimit in kB, andin the
seconddropdawn list, thefunction SETQJOTAS

3.3 Alias Administration

The following sectionsdescribehow, asan administratorfor a SUSELinux
IMAP Sener,youcan

e createmail aliasedor users,
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Figure3.4: Adjustinguserquotadateron

e deletemail aliasedor usersand
e createdistribution lists throughmail aliases.

3.3.1 CreatingMail Aliasesfor a User

You cansetup ary numberof aliasesfor auser atary time. To dothis, click
in the left handframeon the entry Mail Aliases In theright handframethe
dialogshown in figure 3.5appears.
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Figure3.5: Definingmail-aliases

In the area“Alias-Managemenin LDAP-Database”now enterthe userfor
whomyouwould lik e to definea new mail alias,andthenclick on the button
Seach ontheright handside. Thenall mail aliaseshelongingto this userare
listedin thefield “known aliasesfor user<User>". Now entera new alias
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in thefield “add aliasfor user<User>". By clicking on the buttonadd, this
aliasfor the correspondingiserwill becreated.

3.3.2 DeletingMail Aliasesfor a User

To deletea mail alias, you shouldfirst have the list of aliasesfor the user
concernedlisplayedasdescribedn section3.3.1.

You can deletean alias for this userby clicking on the delete button for
the correspondingnail aliasin the field “known aliasesfor user<User>",
deletingthis aliasfrom your SUSELinux IMAP Sener.

3.3.3 Distribution Lists via Mail Aliases

You cansetup distribution lists on your SUSELinux IMAP Sener. A distri-
butionlist is first nothingmorethana definedmail addressA mail with this
onereceiptaddressanthenbere-directedo any numberof otheraddresses
on your SUSELinux IMAP Sener automatically In orderto createsucha
mailing list, simply give a namefor a mail alias (e.g.“accounting”)for all
recipientsvho shouldreceize mail from this list.

Example:

You want to createa mailing list for all staf in the accountsdepartment.
Createan aliasnamedaccounting@domain.dghe domainherecanbe left
out, asit is completedautomatically)and add the addresse®f all of the
accountingstaf. Thena single e-mail sentto accounting@domain.deill
be deliveredto all of the accountingstaf.

3.4 Administering Folders

The following sectionsdescribehow you, as the administratorof a SUSE
Linux IMAP Senercan

o createpersonafoldersfor yourusers,

o deleteor renameexisting folders,

¢ allocatebasicpermissiongo foldersand
e create'sharedfolders”.

3.4.1 Creating PersonalFolders

Configurationsof createdusersare storedin the left handframein thefield
User folders:. In orderto createadditionalfoldersfor an alreadyexisting
user click onthe entry user<firstletter of the folder name> andthenselect
theuser In theright handframethatusers currentfolder configurationwill
now appearln thesectionModify DirectoryTree: (seeFig. 3.6) you have the
chanceo createfurtherfolders,eitherby enteringthe nameof thenew folder
in theentryfield, or selectingthe function CREATE in thedropdawn list. By
clicking on execthe new folder is created.
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Figure3.6: Creatingfurtherfolders

3.4.2 RenamingFolders

You canrenameexisting folders by selectingthe relevantfolder in the first
dropdawn list andtyping the new namein the entry field. By selectingthe
function renamein the secondist and confirmingthe actionby clicking on
exeg thefolder selecteds thenrenamedseeFig. 3.6).

3.4.3 Deleting Folders

You candeletea folder (or mary, recursvely) by selectingthe folder to be
deletedn thefirst dropdavn list, andin thesecondist, choosinghefunction
delete(or recusivedeletg. Clicking on execwill thencarry outthe deletion
of thesefolders(seeFig. 3.6).

3.4.4 Allocating Permissionsto Folders

As soon as you select a user folder in the field SettingACL-Rights:
(seeFig. 3.4) on the right handside, the rights currently setfor this folder
appeatin theright handframe(seeSection3.7). In thefield Useraccesdist:
you cansetor remove variousrightsfor the folder selectedby activating or
deactvating the appropriatebuttons. Clicking on updateenableghe nenly
definedrightsfor the active folder. Detailson allocatingaccessights canbe
foundin the online help, which canbe accessetby clicking on the question
markontheright next to thefield Useraccesdist: or Adduserto accesdist:.

3.4.5 Creating Shared Folders

You canalsocreatesharedfolders”. If theseare provided with the appro-
priate rights (ACLSs), they can also be readand written to by other users.
Throughthis you cancreatea kind of “pseud”newsgroup.A “sharedfolder”
is initially createdin the sameway asa personafolder (seeSection3.2.1)
In orderto make this accessiblgo all users selectthe desiredfolder via the
item SettingACL-Rights: (seeFig. 3.4) andthenenter in thefield Add user
to accesdist the value“anyone” (seeFig. 3.8), followed by the appropriate
rights.
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Figure3.8: Allocating rightsfor a“sharedfolder”

If youjustwantto allow a definedgroupof usersaccesdo a “sharedfolder”
andnoteveryone then,in thefield Adduserto accesdist (seeFig. 3.8) you
must enterall authorizedusers,along with the appropriaterights for this

folder, oneafteranother

You can later remove accessights to a “sharedfolder” for specificusers.

Therearetwo differentwaysof doingthis:

1. Remwetherequiredrightsfor theuserin questionin thefield Useraccess
list: (deactvatingtherelevantrightsbuttons),andthenclicking onupdate

(seeSection3.9).

2. Inthefirstdropdavnlist in thefield Remaeuserfromaccesdist:, choose
the userwhom you wantto excludefrom usingthe selectedolder, and
click on Rema@e Thenall rightsto the “sharedfolder” will beremoved

from this user(seeSection3.9).
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Chapterd
AdvancedServer Configuration

4.1 Configuring further settings

The following sectionsdescribethe advancedconfigurationof your SUSE
Linux IMAP Sener. Hereyou will learnhow to:

e setthemaximumsizefor mail attachments,

¢ adjustthe numberof the maximumsimultaneouslyisplayednews head-
ersperfolder pageand

e changehedefault settingfor mail sorting.

Attention!

If you consider it necessaryto make one of the configuration changes
describedbelow, you should make thesechangesvery carefully. Err ors
in the configuration files describedbelow could lead to your SUSELinux

IMAP Server not functioning correctly.

4.1.1 Changingthe SizeLimit for MessageAttachments

Whenwriting new messagegseeSection5.4), attachmentganbe addedto
amail by default only up to a sizeof 5MB (permail). If auserlatertriesto
attachfiles to a mail which exceedthis size, he will receive an appropriate
message.

As the administratorof the SUSELinux IMAP Sener, however, you arein a
positionto adjustthis value. However, a certainamountof “manual” work is
necessaryo achievethis. ;-)

Log in to your SUSELinux IMAP Sener asthe user‘root” andchangeto
the directory/etc/httpd With an editor (e.g.vi), openthe file php3.iniand
searchfor the section“Pathsand Directories” (seeFig. 4.1.1) Beneaththis
youwill findtheentry“upload maxfilesize=". Thisdefineghesizelimit for
mail attachmentandby defaultis setto “5 242 880" (valuein bytes). This
correspondso a size of 5SMB. Adjust this valueto meetyour requirements
andsave thefile.

Afterwards,you needto restartyour SUSELinux IMAP Senerin orderfor
the changedo take effect. To the following commandat the commandine:
“rcapacheestart”.
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Paths and Directories

include_path =

doc_root =

user_dir =

;upload_tmp_dir =
upload max filesize = 5242880
extension_dir = ./

File contents4.1.1: Extractfrom the configuratiorfile /etc/httpd/php3.ini

4.1.2 Changing the Default Setting for the Number of MessageDis-
played per Folder Page

When displayinga mail folder (seeSection5.3.1) by default a maximum
of 30 mails per pageis set. If this value seemstoo large or too small for
you, you can increaseor decreaset at a later stage. To do this, log in
to your SUSELinux IMAP Sener as “root” and changeto the directory
{usr/local/httpd/htdocs/horde/imp/ciign With aneditor(e.g. vi) openthefile
mailbox.php3andsearchfor the sectionwhichis printedin Figure4.1.2

/* attributes for mailbox pages */
$default->max_frm_chars = 40;
$default->max_sub_chars = 50;
$default->max_messages_page = 30;
$default->fetch_mime_info = true;

File contentst.1.2: Numberof messageperpage

Therelevantparametefor the maximumnumberof messagesdisplayedper
folder hereis named$default->max messages_page =. Changahevalue
afterthe“equals”signaccordingto your requirementandthensave thisfile.

4.1.3 Changingthe Defaultsfor Mail Sorting

Whena mail/messagéolder (seeSection5.3.1)is displayed hew messages,
by default, arelistedin the sequencén which they arrived. You canmodify
this behavior sothatthe mailscanbelistedaccordingo oneof thefollowing
criteria:

whenthemessagarrived,
thetime messagevassent,
by sender

by subjector

e by size.

In additionyou canalsospecifyif themailsshouldbedisplayedn ascending
or descendingrder Log in to your SUSELinux IMAP Sener asthe user
“root” andchangeto the directory/usr/local/httpd/htdocs/horde/imp/iafig.
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With aneditor(e.qg. vi), openupthefile mailbox.php3andlook for thesection
printedin Fig. 4.1.3

/* sort order. can be one of:
* SORTARRIVAL
* SORTDATE
* SORTFROM
* SORTSUBJECT
* SORTSIZE

$default->sort_crit
$default->sort_dir

SORTARRIVAL;
0;

File contentst.1.3: Configurationof sortorderof messages

Changethevalueafterthe variable$default->sort _crit = to oneof the
valuesSORTARRIVAL (Sortaccordingto arrival time of message)SORI-
DATE (Sortaccordingo datemessag&vassent),SORTFROM (Sortaccord-
ing to sender),SORTSUBJECT (Sort accordingto subject)or SORTSIZE
(Sortaccordingto size).

In addition you can determine via the value of the variable
$default->sort dir = if sorting should be donein ascendingor de-
scendingorder Thevalue“0” heredefinesanascendingrder, thevalue“1”
adescendingne.
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Chapte®
An Intr oduction to Using Folders

5.1 Folder Usage

Folderscreatedor auseror foldersto whichthe userhasbeengrantedaccess
by theadministratoicanbe usedin a variety of waysto suitauser srequire-
ments. The sener basically distinguishesbetweenpersonalfolders (those
which the administratohascreatedor a new userwhenthis users account
is setup) and“shared"folders(theseareotherusersfoldersfor whichauser
hasbeengrantedaccesgpermission).

5.1.1 UsingPersonalFolders

Any javascript-capabléVeb browser can be usedto reachthe start page
of your SuSE Linux IMAP Sener by entering one of the following
two addresses: http://<hostnameoftheSuSELinuxIMAPServer>
http://<IP-addressesoftheSuSELinuxIMAPServer> (seeFig.5.1).
Personafolderscanbe usedvia the“Horde/IMP” userinterface.

s B X
elp |
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<4 ¥ 3 4 o 5 & A &
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LOGIN
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® Information, Updates and Registration, » Acoess lists for personal folders
‘» Mail filter consral
.
LOGIN
© Coperith by SUSE G, 1999 [
& [ Ho0% [ gk el 9P D \L}

Figure5.1: SUSELinux IMAP Senerlogin

After logging in with their login namesandtheir respectie passverds, the
users’personalfolders are made available to them and can be used. By
default the “Inbox” folder is displayedin the right handframe and shows
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a list of messagethat have arrived. (seeFig. 5.2). Userscanopenor work
on additionalfolders madeavailableto themvia the menupanelin the left
handframe.Up to 1000messagesanbe savedin eachof thesedirectories.
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Figure5.2: View of the“Inbox” folder - messagethathave arrived

5.1.2 Subscribingto Shared Folders

In additionto usingtheir personafolders,userscanalsousesharedfolders
for which they have beengrantedpermissionto accesgseeSection5.1.1
and 3.4.5). By clicking on the folder button in the left hand frame, an
overview of thefoldersavailableto thatuseris displayed.Underthe section
subscribeo a folder adropdavn list appearsith all the foldersavailableto
theuser(includingsharedolders!). In thislist any numberof additionalfold-
erscanbe subscribedo. Thesewill thenappeaiin the dropdavn list in the
left handframe,readyfor readingor processing.

5.2 CheckingInbox for New Messages

Whennew userslog in at the “Horde/IMP” userinterfaceall messagese-

ceiveduntil thenaredisplayedin the right handframe (seeFig. 5.2). If new

messagearrive duringa sessionysersarenotifiedby asmalldialogwindow.

New mails canbe viewed at ary time by clicking on Ched Inbox Unread
e-mailshave alight blue backgroundandareindicatedin the browserwith a
symbolin the secondcolumnof the header Thosewhich have alreadybeen
read have a white backgroundand are not marked with this symbol. Fur-

thermore,informationaboutthe sender subjectandsizeaswell aspossible
attachmentss shavn for every message.

5.3 Incoming Messages

Incomingmails canbe handledin variousways. Readingor viewing a mes-
sagecomedfirst, of course.lncominge-mailscanbe answeredlirectly, they
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canbemovedto aseparatéolderor canevenberedirectedo otherrecipients.
Thefollowing sectionswill give adetaileddescriptionof thesepossibilities.

5.3.1 Viewing Messages

The contentof a folder canbe viewed in a takular form at ary time. This
is doneby selectingthe requiredfolder from the dropdawn list in the left
handframe. By default a maximumof 30 messagéeadersareshovn on a
page(seeFig. 5.3). If a selectedolder containsmore than 30 (the amount
of messagesontainedn the currentfolder is indicatedin thetop right hand
areaasarethe numberf the messagedisplayedonthecurrentpage) users
canview the remainingpages,eachcontaininga maximumof 30 message
headers.
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Figure5.3: Mail folder with morethan30 messages

Pagescanbe changedy eitherusingthe mouseto click on the blue naviga-
tion arrows or by directly enteringthetargetpagenumberinto the Page entry
field and confirmingthis with return. A messageanbe viewed by clicking
onthesubjectin themessagéeadetine. A messagselectedn thisway will
thenbedisplayedn full (seeFig. 5.4).

5.3.2 Answering the Senderof a Message

A messagecurrently on display (seeSection5.3.1) can be answereddi-
rectly by clicking on Answes (seeFig.5.4). A new window, called
“Createmessage’{seeSection5.4) then opensand alreadycontainsthe re-
cipient,the subjectaswell asthe quotedsourcetext.
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Figure5.4: Viewing new messages

5.3.3 Answering all Recipientsof a Message

If amessagendisplay(seeSection5.3.1)is forwardedto severalrecipients,
thena recipientcandirectly reply to all the otherrecipientsof the message
with oneanswer This is doneby clicking answerall (seeFig. 5.4) to open
a new window “Createmessage’(seeSection5.4). This messageavindow
alreadycontainstherecipientsandsubject.andthe quotedsourcetext.

5.3.4 Moving Messages

Receved messagesanbe forwardedto otherfolders. Shouldthis be neces-
saryin spiteof definedfilter rules,wherebyincomingmailsareautomatically
distributedinto folders(seeSection7.2), thenmessagesanbe movedin the

following ways: With a folder overview, for example,the overview of the

“Inbox” folder (seeSection5.2), ary numberof messagesanbe marked si-

multaneouslyThisis doneby clicking onthe squaremarkingboxin front of

eachof the messagesOnceall the messageto be movedto anotherfolder

aremarked, just selectthe tarmget folder from the dropdawn list in the right

handframeandthenclick on Move Theselectednessagearethenmoved
to therequiredtargetfolder.

5.3.5 Copying Messages

Receved messagesanbe copiedto otherfolders. The procedurds similar
to thatdescribedn section5.3.4,exceptthatoncethe messageto be copied
areselectedthe copyentrymustbeclicked.

5.3.6 Forwarding Messages

A usercanforwardany numberof message® otherrecipients. Themessage
to beforwardedmustfirst be openedseeSection5.3.1) Within themessage
theforwarding entryis thenclicked (seeSection5.4). The“Createmessage”
window is thenshavn andalreadycontainsall the relevantdata(subject,at-
tachmentstext of messagedf the messageo beforwarded.All thattheuser
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needgo enteris therequiredforwardingaddressandthensendthe message.
The proceduraés identicalto creatinga new messagéseeSection5.4).

5.3.7 Saving Messages

If userswantto save receved messagetocally into their own file systems,
they first of all have to view the requiredmessagéseeSection5.3.1) This
is followed by clicking on the Saveas (seeSection5.4) entry, whereupora
dialogboxfor saving filesis shavn. Thepathandthefile nameof themessage
underwhich it is to be saved mustbe selectedandfinally the OK buttonis
clicked. The messages thensaved alongwith possibleattachmentsn the
requiredfile in the MIME-Format.

5.3.8 Deleting Message®r Moving them to the Trash Can

Messagesan be deletedmost easily by first of all marking the message
to be deletedin the messageverview of a folder (cf. section5.2). This
is doneby selectingthe relevant messagevia a mouseclick in the box in
thefirst columnof eachmessagdeader Oncethe deletebuttonis clicked,
the marked messagesre moved into the trashcanfor the selectedfolder.
While thesemessagewill continueto beshawn in the particularfolder, they
aremarked asdeletedwith a trashcansymbolin the secondcolumnof the
messagdeader

5.3.9 Permanently Deleting Message®r Emptying Trash Can

Messagesvhich have beenmovedto thetrashcan(seeSection5.3.8),canbe
permanentlydeletedwvhenthetrashcanis emptied. To emptythetrashcanin
aparticularfolder, selectit from the dropdawn list in theleft handframeand
click ontheemptytrashcanentry.

Attention! All messagesontainedn thetrashcanarepermanentiydeleted
and cannotbe restoredafter the emptytrashcan operationhas beenper
formed.

5.3.10 Restoring Messages

If auserwould againlike to save recevedmessagewhich have alreadybeen
deleted(seeSection5.3.8) thenthis is possibleat any time, provided the
deletedmessagesvere not permanentlydeletedby emptyingthe trashcan
(seeSection5.3.9)

After selectinga particularfolder from the dropdawvn list in the left hand
frame,ausercanrestorearny messagewhich have alreadybeenmovedto the
trashcan. To do this, click the marking squarebelongingto the respectie
messageand then click the restoe entry. The restoredmessagesire then
takenfrom thetrashcanandareagainmadeavailable. The trashcansymbol
in the secondcolumn of the messagéeaderis removed from the restored
messages.
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5.4 Creating New Messages

Whencreatingnew messagesjserscanattachvariousfiles aswell aseasily
selectparticularrecipientsvia existing addressbooks/contactists. In the
sectiondelor we will shav how messagesanbe corvenientlywritten.

5.4.1 Creatingand SendingNew Messages

New messagesanbe createdy clicking thewrite messge buttonin theleft
handframe. This opensa new window “Createmessage(seeFig. 5.5). The
fields To, Cc aswell asBcccanbe usedto enteradditionalrecipients.If, for
example,morethanonerecipientis to beincludedin thefield To, thesemust
be separatethy acomma.

ﬁ-w Metscape: Message Composition - O X
Composing: Added an attachment...
To IIharry berty <harrpasuse-inap. de> ‘?
ce | ?
Boc Ij ‘?
Subjectlzsusx Linux ImAP server under comstruction ?
Attachment IZ FEEa o | Atach ?
Delete Attachments| File Mame File Size
Attachmments ?
m] IMAP -docu-htinltgz 421557
Total Size 421557
Options ¢ oeaces ?
The 5uSE Linux IMAP Serwer is under construwetion. S
Cance]Messagel SendMessageI
= [ m% | e Yk R B2 N2

Figure5.5: Creatinga new message

Likewise,ary numberof attachmentsanstill beaddedo themessagéy first
selectingthe requiredfiles via the Browsebutton andthenattachingthemto
the messagéy clicking attach. Oneclick on SendMessage will thensend
themessage.

5.4.2 Usingthe AddressBook

If the userclicks on Contacts(seeFig. 5.5) in the optionfield, a new win-
dow is openedin which variousLDAP-basedaddressookscanbe viewed



5.4. Creating New Messages

andused. It alsooffersthe possibility of organizinga personalcontactlist
(seeFig. 5.6). The SUSELinux IMAP Senerautomaticallyadministratesll
registeredusersin an LDAP-basedaddressook of its own. It canbe used
to addressll recipientswithin your organization.Frequentlyusedaddresses
canbeenterednto auser’ scontactist soasto be givenquick accesso these
recipients.

|88l Netscape: Contacts s O X
[Contacts Close Window

sdtect | | harzy berty <hany@suse-ing p.de> =i

Address | Barmease-inag . e

Nicknamal tharey

F\I]lname.l Tharry bertp

Clew || BdCentact I Subrait
Insext inte To: || Insert inte Ce: || Insert into Be.

LDAP Search

Searchthe SuSE Inc =] | directory whers the Tame =] |

LDAP Results

st | [ b berty dmmr@macao. O
Clez [ oz emey maemense se>

st To et o e | it e | e v Concs

Figure5.6: “Contacts”dialog

5.4.3 LDAP AddressBook Usage

In theareaunder‘LD AP search’(seeFig. 5.6)addres®ooksof variouspub-
lic LDAP senersaswell astheaddresdookof the SUSELinux IMAP Sener
canbe used. In thefirst dropdawn list you selectthe requiredLDAP sener
with Seach through in the seconddropdawvn list the searctcriteriawith di-
rectoryandin the third drop conditionto compare. Oncea searchtermis
specifiedn theentryfield (“*" for all matches)¢licking the start seach will
displaythe resultsof the searchin the dialog under“LD AP results”. Oneor
more recipientscanbe directly selectedrom the searchresults. By select-
ing eitherinsertinto To:, Insertinto Cc: or Insertinto Bcc:, addressesanbe
addedo thenew message.

5.4.4 Adding LDAP AddressBook Entries to the PersonalContact List

It is recommendedhat frequentlyusedaddresseare placedinto a personal
contactlist. Whenselectinga recipient,the sameprocedureasdescribedn
section5.4.3mustfirst be followed. The desiredrecipientsarethenselected
fromthefield “LD AP results”(seeFig. 5.6)andaddedo thepersonatontact
list by clicking on Addto contactlist. Therecipientin questionis thentaken
overin thethreefieldsof Address NameabbreviationandNamein theareaof
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“Contacts”. In thefirst dropdawn list of the“Contactsfield” the Add contact
actionis thenperformedandis confirmedwith Submit The choserrecipient
will thenbeaddedo the personaktontactist.

5.4.5 Usingthe Personal Contact List

Frequentlyneededecipientscanbedirectly takenover from a user’scontact
list into anew messagby selectingheserom the“Contacts”areain thefirst

dropdavn list andthenclicking on oneof thefollowing fieldsInsertinto To:,

Insertinto Cc: or Insertinto Bcc: (seeFig. 5.7). Whenthe selectionof re-

cipientshasbeencompleted Closewindowin the top right handareaof the
window is selectecandthe new messagés returnedo (seeSection5.4).

=Bl Hetscape: Contacts

Cleox | | AsaComuee 1 | | Submit]
Tnsastines To: || Insertings Ce: || Tnsertines Ber

LDAP Search

st Tl G| dwoyvtente | tm 51|

LDAP search results will be listed here.

Figure5.7: Addressedrom the personatontactlist

5.4.6 Adding Attachmentsto New Messages

Any numberof attachmentsan be addedto a message.This is doneby
clicking on the Browsebutton in the “Createmessagetialog (seeFig. 5.8).
Any file canbe selectedfrom the file selectiondialog which then appears
andby clicking on the Attach buttonit canbe attachedo the new message.
If more than one attachments to be addedto a messagethis procedure
canberepeated.Attachmentgo a new messageanbe deletedat ary time
beforesendinghe messagéy markingtheattachmento bedeletedandthen
clicking onthe DeleteAttachmentsutton.

5.4.7 Creatinga Signature

A user’s'signature”canbe automaticallyaddedto the endof every message
withouthaving to typeit in everytime. Thisis doneby clicking onthesettings
buttonin theleft handframe. The dialogasillustratedin figure 5.9 will then
appeatin theright handframe.

In the sectionunder“Edit signature”’userscan entertheir signatureswvhich
areto beautomaticallyattachedo theendof everymail. Normally asender’s
nameis enteredhere,alongwith a with a few lines which canincludethe
addressphonenumberandfaxnumber In thesection‘Edit full name”users
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| ==Y Hetscape: Message Composition 2 0O X
(Composing: Added an attachment...
To |Taccy berty <harry@suse-inap.de> ?
cc |; ?
Bee I; ?
Sumec||:susz Linus TMAP Server mmder sonstrustion ?
Attachment | H s Attach ?
Delete Auachments | File Mame File Size
Attachments ?
o IMAP - docu- himl tgz 421557
Torel Size 421557
options &Fgpnrecrs ?
The 90SE Linws TMAP Secver is under enstruction -4
i

Caneel Message| | Send Message.

[ER | A e o B 2

Figure5.8: New messageavith attachment

cannow alsomodify their sendemames(not their senderaddressesh case
theseareincompleteor wereincorrectlyassignedvhensetup by theadmini-
strator(seeSection3.2.1)
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=Bl Netscape: IMP 2 (815%

File Edit View Go Communicator

14 » 3 & 2 @8 < & 8 @

Back  Fopward  Reload Home  Search Metscape Print  Security  Shop Stop

7w Bookmarks 4 Location: [http: //inap. suse. de/horde/inp/ 7| @3 what's Related

IMP Preferences | 0 new, 0 recent IMP, Version 2.0.9

Edit your signature

Harrp Bertp -~
SusE ouw, Profescisnal servics
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[ace ects
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SuSE Linux

Save preferences
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Figure5.9: Creatinga signature



Chaptero

Configuring an External IMAP
Client

As analternatie to the optionsdescribedn chapter5, userscanalsousethe
SuSELinux IMAP Senervia anexternallMAP client. For this,theNetscape
Communicatoravailableat no costfor nearlyall operatingsystemsjs suit-
able,aswell asMicrosoft Outlook. Below youwill find someinformationon
how to configureanIMAP clientfor the SUSELinux IMAP Sener, wherethe
Netscape&Communicatois configuredasanexample.

6.1 Configuring the LDAP AddressBook

YoucanusetheLDAP addres®ookof your SUSELinux IMAP Senerviathe
NetscapeCommunicatarTo dothis, startup Netscap€Communicatoandin
themenu“Communicator”selecttheentry“AddressBook” (seeFig. 6.1).

(S s ook - Horai portram R
File Edit View Communicatar Help |
I it b = KA I b
&5 BOow YW o2 89 @
MNew Card  Mew List Properties [Mew oy Call Delete Stop
¥ _searchier._|

Show hames containing: I

| Mame. T | Emal | Organization | Phane Murmier | City | Hickname 4] v]

Directaries
| 23 Persorel dddress Bagk

C2 Meteenter Member Directory
3 Infospace Directory

E3 Werisign Direstory

e Yde S B

Figure6.1: Theaddresdookof NetscapgCommunicator

EI

In the new dialog, now selectthe menu “File”, and then, the entry
“New Directory.”. In the field for “Description:” enterthe nameof your
Organization(seeFig. 6.2). In thefield “LD AP Sener:” you mustthenenter
the hostnameof your SUSELinux IMAP Sener. Under“Server Root:” you
mustmalke the sameentriesasyou definedin Section2.2 duringtheinstalla-
tion of the Sener. Confirmthis dialogby clicking on OK.
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F Directoryinfo_____[B§

Name]

Diescription: ISuSE B

LDAP Server:

mailhost. suse-inap. dd

Server Root: I de=suse, de=dd

Port Number: |_§389

Masdrium Murmber of Hits: I_E_luu

l Secure

I Login with name and passward

P %
Ok | Cancell

Figure6.2: The LDAP configurationfor the addresdook

Via thebuttonSeach for... you canlook throughthe LDAP addresslatabase
andusethe addressesnteredhere(seeSection6.3).

|8l Address Book - Harald Bertram o [m >
File Edit View Communicator Help |
b - & z = o % F
W BO® Y ¥ v @
Mews Card  Mew List Praperties e ko Gall Delete Stop
¥ [SUSE GmbH Search for.
Show names containing I
IS Hetscape X
Direstaries []| | |Mame rehing: SUSE GribH ickrame Ay
[ 2 Personal Address Book D e e e _ seanh |
alch all items helow (An
S Metcenter Member irectory Cancel
G2 5uSE GmbH

©2 Infaspace Directory
E3 Werisign Directory

Mame

Email

[1

Otganization

Department

Search results will appear in address book window Advanced Search

Bl = |

S Y SF D W2

Figure6.3: Searchinghe LDAP directoryfor all entries

6.2 Configuring the IMAP Client

To configurethe IMAP Clientin the NetscapeCommunicatarclick on the
menu“Edit” andthenselectthe sub-mendtem, "Preferences”.Thenin the
left handfield choosethe category “Mail & Newsgroups™-> “Identity” and
enterthecorrespondingaluesherefor analreadyexisting user(seeFig. 6.4).

Thenselectthe category “Mail & Newsgroups™> “Mail Seners”. Click on
thebutton Add to enteranew IMAP Sener. In the setupdialog, first choose
thetab Geneal (seeFig. 6.5).
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| 84 netscape: Preferences x
| |cateaory
< Appearance
Fonts
Colors The information helow is needed before you can send mail. I you do
b Navigator not know the information requested, please contact your system
< Mal & Newsoroups administrator or Intemet Service Provider
Identity Your name
Mall Servers —
Mewsgroups Servers I User Derg
CETEIT) Email adress
Messages
Capies and Folders | demo@suse-imagide
Formatting
G Reply~to address (only neded if different from email address)
Disk Space I
I> Faaming User
b Compossr Organization:
B e I:SuSE G, Nuemmberg, Germany
Signature File
I/humt{/dsmn/a\gnaturs | Chanse. |
1 Attach my personal card to messages (as a vCard)  Edlit Card.

oK

Cancel

Figure6.4: NetscapeCommunicator configuringidentity

[ Netscape: Preferences =

| Category

= Appearance
Fonts
Colors
P Navigator
< Mall & Newsgroup:

Mail Servers

Hewsgroups Ser

Copies and Folde
Formatting

b Composer
> Advaneed

dentity General] IMAP] Advanced] R [

SevverNameI Thost, suse-inap. d

mailhost. suse-inap. dd =
sddressing

[y SRRErIRe: [RRP = et a5 Default

User Name | dend

Retun Receipts | Remember password suse.de

Disk Space
| Foaming User I Chieck for mail every |10 minutes.

I Automatically download any new messages

s58085:

Choase.
oK Cancel

OK

Cancel

Figure6.5: NetscapeCommunicator configuringthe IMAP Sener

In the field “Server Name:”, enter the hostnameof your SuSE Linux
IMAP Sener. As the “Server Type:” selectthe entry IMAP. In the field
“User Name:” enterthe nameof the relevantuser Then closethis dialog
by clicking on OK. Under“Outgoing Mail Sener” (seeFig. 6.6) you should
enterboththenameof your SUSELinux IMAP Senerandtheusemame,and
confirmtheseentriesby clicking on OK. This completeshe configurationof
the IMAP client. The usercannow make a connectionto your SUSELinux
IMAP Sener from NetscapeMessengeandusehis mail folder directly via

NetscapeMessenger
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tscape: Preferences <
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v Appearance Mail Servers
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[ — Incoming Mail Servers

D Wavigator
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Figure6.6: Netscape&Communicator Configuringthe OutgoingMail Sener
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Administration Functionsfor the

7.1 Loggingin to the imapwusr

If the useris not yet registeredin the userinterface,he canreachthe start
pageof your SUSELinux IMAP Senerwith ary javaaddresses:
http://<hostnameoftheSuSELinuxIMAPServer>
http://<IPaddressoftheSuSELinuxIMAPServer> (SeeFig. 3.1).
Thenthey mustlog in to the userinterface“imapwusr”with theirlogin name
andcorrespondingassverd (seeSection7.1). A renavedlog in is notneces-
saryaslongastheuseris alreadyregisteredn theuserinterface*Horde/IMP”
(seeSection5.1.1) The usercan, in the currentsessionclick directly on
theitem imapwusrin the left handframe of the userinterface“Horde/IMP”
(seeSection5.2) in orderto changeto the “imapwusr” administrationinter-
face.

Herea userhasthefollowing choices:

1. createa setof personafilter rules(seeSection7.2),

2. changehislogin passverd (seeSection7.3),

3. modify his userdata(seeSection7.4)and

4. setup anautomaticvacationmessagéor the sendeiof incominge-mails
(seeSection?.5).

7.2 Defining Filter Rules

Eachusercandefinea setof filter rulesfor mail administration.Throughthe
definitionof filter rules,incomingmailscanthusbe

o forwardedto any folder,
o forwardedto anothemail addres®or
o deletedmmediatelyafterbeingreceved.

For eachrule anumberof criteriacanbedefinedaccordingo whichincoming
mail for the useris checled and further processed.In orderto createnen
filter rulesthe user afterloggingin to the “imapwusr”, (seeFig. 7.1) clicks
in the left handframe on Forwarding mails Already existing rulesarethen
displayedn theright handframe.Hereyoualsohavethechanceo createnew

User
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B vetscope:rwe___________________________________________________________________[EN=Pq
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Figure7.1: The“imapwusr” userinterfaceafterlogin

filter rulesor deleteexisting ones(seeFig. 7.2). A usercreatesa new filter
rule by clicking in the righthandframeon the button New filter. In the field
“First step:createnew filter:” theusernow hastheoptionof definingvarious
criteriafor afilter rule. For moreinformationontheregularexpressiorsyntax
usedin thefilter rules,(seeFig. 7.2.1for thedefinitionof regularexpressions
asfilter conditions) size,subjectsendeyrecipientor headecanbetakeninto
consideration After the definition of filter criteria, the usermustspecifythe
correspondingctionto betaken (forwardingto anotheifolder, forwardingto
anothemail addressgeletion).

The usercandefinecomplex filter rulesby specifyinga numberof criteria
within onefilter andwith this, creatingan AND-link with thevariouscriteria
within the filter rule. Via the button AddRulesary numberof additional
criteriacanbeaddedo afilter rule. An OR-link betweervariouscriteriacan
be achiesedby defininga separatdilter rule for eachfilter condition.

If the user has finished defining a filter rule, then he can add
this to the set of his personal filter rules by clicking on the
ActivateFilter buttonin thefield 2ndstep:activatenew filter.

7.2.1 Examplesof regular expressionsasfilter criteria

Regular expressions Meaning
owner.* matchesxpressionstartingwith "owner”
department[1-7] matchesdepartmentl'to "department7”
br[ao]wn correspondso "brawn” or "brown”
(SUSE—IMAP)-Serer | matchesSuSE-Serer” and’IMAP-Server”

1 Thefilter conditionenterede.g. CompleteMail Headercontains‘ownermaillist”) is evalu-
atedasaregularexpression!
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[0 Hetscape: SuSE Linux IMAP Server SO X
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Figure7.2: Definingafilter rule

7.3 Changingthe Login Password

A usercan changehis login passwerd at ary time. To do this, he should
click on Change passwod in theleft handframe. In theright handframehe
shouldenterthe currentpassverd in Old passwod (seeFig. 7.3) andin the
lines below, typein the new passvard he haschosenin New Passwod, and
typeit againasconfirmationin Repeafasswod.

{80 Netscape: SuSE Linux IMAP Server -0 x

File Edit View Go Communicator Help |
< s 3 @ 3 & B8 @

i Back Forwerd  Reload Home  Search Netscape Print  Securty  Shop Stop

Y " Bookmarks i Location i:ttp //inap. suse. de/inapwust /index. php37lang=en /| @7 What's Related

SuSE Linux IMAP Server - User Interface IMAPWUSE, Version 1.38

SUSE Linwx IMAP Server - User Interfate
changing password for user hamy

Reeuter Passord lr

|3 %3 o @ 2

Figure7.3: Changingthelogin passverd

7.4 Changing User Data

Userscanupdatetheir savedpersonallataatany time. To dothis, click in the
left handframeon userdata The currentdatais thendisplayedin theright

45



7. Administration Functionsfor the User

handframed. (seeFig. 7.4). Now the usercanupdatethe datalistedin the
right handframeby clicking on Change theupdatediatais thensasedto the
SuSELinux IMAP Sener.

|48 Netscape: SuSE Linux IMAP Server a0 X
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Figure7.4: Changinguserdata

7.5 Vacation Messages

Whenusersareabsenfrom e-mailfor extendedperiodsof time (suchashol-
idays, illness, businesdrips etc.), the usercansetup absence/acationmes-
sagegVacation)which areautomaticallysentbackto the sendeiof incoming
mail. It is possiblesetup variousvacationmessagem advancefor different
time periods.Additional e-mailaddressesanbe defined to which incoming
e-mailscanbe forwardedduring the vacation. In the following sectionyou
will learnhow the usercansetup suchvacationmessages.

7.5.1 Settingup a Vacation Message

To setupanew time-limitedvacatiormessageheuserclicks ontheleft hand
frameontheentryAutomaticmessge. Then,in theright handframe,thesec-
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tions“Alreadyenteredvacations”and“Specify new vacation:” (seeFig. 7.5)
appear In the field “Already enteredvacations:”,all definedvacationtimes
arelistedtogethemwith the correspondingctionssetup for these(automatic
messagesand/orforwarding of incoming e-mailsto otheraddresses).The
vacationtime periodwhichis currentlyvalid is marked with the entry Active
(coloredred). In the section“Define new vacation:” the usercannow setup
anew vacationmessagéor adefinedperiod,aswell asoneor severale-mail
addressvhereincominge-mailscanbe forwardedto.

[=BH liotscape: SUSE Linux IMAP Server Sax
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SuSE “Linux s, [100 Al o] a0 o s [00 ap o faom o

e gy
e [ p——
e

Should your meil be forwarded to another e-mail sddress, too? | No 1

Forward e-mal address: [

e

fotvece || Conoel| i
[ — | Ve 9P @ 2

Figure7.5: Definingthe periodof vacation

7.5.2 Defining the Vacation Period

In the section“Define new vacation:”,“Step 1: Lengthof vacation”the user
first selectghetime periodvia thedropdavn lists FromandTo, selectingthe
time anddateof the beginningandendof thevacationby mouseclick.

7.5.3 Defining the Vacation Text

In “Step2: Automaticanswertheusercannow, via thedropdavnlist Should
e-mailautomaticallybeansweedwith a correspondingnessge during your
absence?define(seeFig. 7.5) if the senderof the incoming e-mail should
automaticallyreceve a vacationmessage Choosing‘yes” activatesthe au-
tomaticsendingof vacationmessagesin the entryfield Subject: userscan
enterwhatever subjectthey like concerningheir absenceln thelargerfield
beneaththis they have the option of writing a detailedmessageext outlin-
ing the reasonf his absencaaswell asa noteaboutwhenhe will return,
or somethingof a similar nature. Within this field, a numberof pre-defined
variablescanbe used.Themeaningof thepossiblevariablesn vacationmes-
sagess listedin table7.1.

47



7. Administration Functionsfor the User

48

Variables | isreplacedn thevacationmessagby
$FROM the beginning of thevacation
$TO theendof thevacation
$SUBJECT subjectof theincominge-mail

Table7.1: Variablesin vacationmessages

7.5.4 Defining Forwarding E-Mail Addresses

In “Step 3: Definingadditionalforwardingaddressesbf the section“Define
new absence:'theusernow hasthe opportunityof definingany numberof e-
mail addresse® whichincomingmailscanbeforwardedduringhis absence
a businesgrip, for example,they have the opportunityto divertimportante-
mailsto anothere-mailaccountn orderto beableto readthesefrom another
location. Usingthis mechanisme-mailscanbeforwardedto arepresentatie
sothatthe businesgrocesss notinterrupted.

If e-mailsareto beforwardedto oneor moree-mailaccountsthe userclicks
in the dropdawn list “Should all e-mails also be forwardedto anothere-
mail addressduring your absence?”on the selectionYes andin the entry
field Forwarding e-mailaddress:typesin the addresgo which theincoming
messageshouldbe forwarded. If incominge-mailsareto be forwardedto
several differentaddresseshenthe usermust separateheseentrieswith a
blank space.Whenthe activate button is selectedhe newly setup vacation
messagearethenenabledn your SUSELinux IMAP Sener.

7.5.5 Deleting Vacation Times

Vacationtimes enteredby the userare deletedautomaticallywhenthe time

periodhasexpired. Apartfrom this, hehasthepossibility of deletingvacation
timesmanuallybeforethey have expired. To deletea vacationtime manually
theuserclicksin theleft handframeontheentry Automaticmessging. Then,
in theright handframe,the sections'Already enteredsacations:"and“Spec-
ify new vacations:”appear In the section“Already enteredvacations:"the
vacationtimesdefinedfor the userarelistedindividually. The usercannow

deletea specificvacationperiodby clicking on the entry [Delete] in front of

thetime periodin question.
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